
oxfordbusinessgroup.comMXAugust 2021

SCHNEIDER ELECTRIC – MEXICO

The new 
cybersecurity 
reality in 
Mexico



Mexico August 20212 OBG Covid-19 Response Report

The immediate impact of Covid-19

The first confirmed case of Covid-19 in Mexico was on 
February 27, 2020, some 15 days before the World Health 
Organisation (WHO) officially declared the outbreak a 
pandemic on March 11. The case was a Mexican citizen 
who had travelled to Italy and returned with mild 
symptoms. Mexico City recorded its first case a day later, 
on February 28, when an Italian citizen residing in Mexico 
City arrived from Italy and tested positive. This followed 
the trend of most of the country’s initial cases being 
imported from Europe.

Over the course of the month of March the virus spread 
to the rest of the country, with Mexico City being the 
epicentre throughout the entirety of the pandemic. 
Mexico passed the milestone of 2m cases in February 
2021 and 220,000 deaths on May 15, 2021.

MEXICAN CONTEXTGLOBAL CONTEXT

Covid-19 quickly spread around the world from China during the 
first months of 2020. As such, policymakers and business leaders 
across all fields have been forced to adapt to a constantly 
evolving socio-economic situation and formulate plans to 
respond effectively to challenges. Their goals in this regard have 
been two-fold: to shore up the economy and to protect the wider 
population’s public health. 

The pandemic disrupted global supply chains, closed borders and 
severely restricted the movement of people, possibly causing 
permanent changes to consumer behaviour, business processes, 
international travel and value chains. In addition to this more 
tangible, physical disruption, the wider business environment has 
also been affected, with companies, governments and individuals 
operating and consuming in entirely different ways, often aided 
by the rapid acceleration of digitalisation.
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1918 Spanish flu
1918 - 1920 

Number of cases: 500m
Case-fatality rate: 10%

Highly contagious, spread through 
respiratory droplets. Transmission 

accelerated by crowded living conditions; 
poor sanitation; and lack of scientific 

understanding of the virus.

SARS
Nov 2002 - July 2003

Number of cases: 8096
Case-fatality rate: 10%

Caused by a coronavirus, spread 
through respiratory droplets and 

contaminated surfaces. Symptoms 
were severe, which facilitated 
monitoring of the virus and 

enabled contact tracing.

H1N1 2009
2009

Number of cases: 700m - 1.4bn 
Case-fatality rate: 0.02 - 0.04%

Another strain of flu. Antiviral 
medication enabled most people 

to recover without severe 
complications.

MERS
Sep 2012 - Nov 2019

Number of cases: 2494 
Case-fatality rate: 34%
Caused by a coronavirus, 

spread through close 
contact with an infected 
person. Carriers may be 

asymptomatic. The majority 
of confirmed cases were in 

health care settings – those 
providing care, or the family 

of patients.

Ebola
2014 - 16

Number of cases: 28,652 
Case-fatality rate: 40%

Very high case-fatality rate: 
less easily transmitted, spread 

through close contact and 
bodily fluids, and most 

contagious at the end of the 
disease; no treatment or 

vaccine available at the time.

Covid-19
Dec 2019 -

Number of cases
as of late June 2021: 180m
Case-fatality rate: ~2.2%

Caused by a novel strain of the 
coronavirus. Highly contagious, 

spread through respiratory droplets, 
aerosols and other bodily fluids. Many 

infected people have only mild 
symptoms or are asymptomatic.

How does Covid-19 compare to past pandemics?

Covid-19’s elevated rate of contagion 
and unpredictability, in addition to a 
highly globalised economy, posed a 
challenge unlike previous pandemics. 
The highly interconnected nature 
of the global economy and ease of 
international travel in the current 
age meant it was difficult to contain 
the virus within communities and 
borders, leading to the imposition of 
unprecedented lockdown measures 
and restrictions in many countries. 

The resulting slowdown in economic 
activity left policymakers around 
the world simultaneously trying 
to mobilise an effective medical 
response and alleviate the large 
financial burden on vulnerable 
households and businesses. 

Global context
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Reinvention
What role will digitalisation play in 
Mexico’s economic recovery? 
 
How will cybersecurity’s prominence 
evolve in the coming years? 
 
What aspects of Mexico’s infrastructure 
need to be enhanced to facilitate a 
digitally led economic recovery? 

What was the overall government 
response to the pandemic? 
 
How did corporate behaviour evolve 
as a result of changes in the business 
operating environment? 
 
In what ways did digital initiatives shift 
in light of the pandemic?

RecoveryResponseResilience
To what extent does the growing  
sophistication of manufacturing 
necessitate a rethink of corporate 
digitalisation strategies? 
 
What segments of Mexico’s 
economy should be prioritised 
amid increased cyberthreats?  
 
How can corporations 
develop more comprehensive 
cybersecurity strategies? 

What was the state of Mexico’s 
economy before the pandemic? 
 
How has Mexico’s digital readiness 
evolved over recent years? 
 
Which aspects of Mexico’s digital 
preparedness were most robust 
heading into the pandemic? 

August 2021



Mexico August 20216 OBG Covid-19 Response Report

RESPONSE RECOVERY REINVENTIONRESILIENCE

Sources: IMF; UN/Trading Economics 

Despite economic stagnation prior to the pandemic,  
Mexico enjoyed a favourable debt-to-GDP ratio

In 2019 Mexico’s economy was 
stagnant following years of steady 
growth throughout the previous 
decade. While approaching a 
pandemic with no or little growth 
is a challenge, the country had 
low levels of both unemployment 
and government debt, even when 
compared to many G20 nations. 
These were the result of the 
government’s track record of 
fiscal prudence and employment-
oriented economic growth. 

Sustained fiscally prudent 
economic management and a 
low proportion of the population 
over the age of 60 boosted the 
country’s resilience in both fiscal 
and public health terms. 

Pre-pandemic slowdown
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RESPONSE RECOVERY REINVENTIONRESILIENCE

In 2019 Mexico ranked eighth in 
digital readiness among Latin 
American counties. Although 
digitalisation was already taking 
place in businesses and 
government spheres, it was 
bolstered by steady growth in 
internet adoption from the demand 
side. According to the Interactive 
Advertising Bureau of Mexico, in 
2019, 90% of users accessed the 
internet via their smartphone, 
which had dropped in price by 25% 
between 2008 to 2016 across Latin 
America. Increased connectivity 
and more affordable technologies 
have led businesses to advance 
plans for digital transformation to 
acquire new clients and retain 
existing customers through 
enhanced user experiences. 

Digital demand

Digital readiness was on the rise, driven by internet  
penetration, corporate investment and digitally minded consumers

Mexico's pre-pandemic digital readiness, 2019 Pre-pandemic digital readiness index score in LatAm & Caribbean, 2019
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RESPONSE RECOVERY REINVENTIONRESILIENCE
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Heightened risk

The increasingly digitalised and globalised economy  
has faced steady growth in public and private cyber-risks 

Consistently ranked as having 
among the most cyberattacks in 
Latin America, Mexico has 
increasingly focused on 
cybersecurity as a key aspect of its 
social and economic resilience. The 
country became a member of the 
Forum of Incident Response and 
Security and engages with the 
international cybersecurity 
community through its Computer 
Emergency Response Team, 
created in 2010. Despite concerted 
efforts, Mexico has seen a rise in 
high-profile cyberattacks to public 
and private entities over the years. 
In 2018 the average cost for a 
company to fully recover from a 
cyberattack was MXN2.5m –a 
figure that increased by another 
38.4% to MXN6.5m in 2019.

August 2021
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RESPONSE RECOVERY REINVENTIONRESILIENCE

August 2021Source: Schneider Electric

Safety Connectivity

SustainabilityReliability 

CASE STUDY: Schneider Electric seeks to bridge  
the digital divide of enterprises and their assets

In tandem with the performance and cybersecurity concerns of enterprises across economic sectors, over the years Schneider Electric has developed its EcoStruxure offering as an internet-of-things-
enabled, plug-and-play, open and interoperable platform for buildings, data centres, infrastructure and industries. Using connected products, edge control to apps, and a full range of analytics services, the 
platform leverages mobility, sensing, cloud and cybersecurity to deliver fast and scalable new technologies to clients. This, in turn, can augment operational efficiency, sustainability, asset performance and 
people productivity – all of which are increasingly important elements for businesses facing higher costs and safety pressures.

EcoStruxure Architecture Benefits

Efficiency

EcoStruxure Building 

• Smart building solutions 
• Maximises building efficiency
• Digital IP backbone
• Energy management and environmental control
• Powerful integration and control tools
• Analytics and services
• People comfort and productivity

EcoStruxure Plant & Machine 

• IoT enables smart manufacturing
• Real-time operational awareness
• Track, monitor and fix machines remotely
• Automation systems catalyse sustainability targets
• Productivity improvements and profitability
• Centralise data-logging and aid decision-making

EcoStruxure Grid

• Unlock smart utilities potential
• Tackle grid complexity
• Maximise grid efficiency
• Mitigate power outages
• Full cybersecurity capabilities
• Switch to green micro-grids

EcoStruxure IT 

• Data centre planning and design
• Modernisation/upgrade of data centres
• Increase infrastructure utilisation
• Visibility across a hybrid ecosystem
• Device information, smart alarms and monitoring 
• Ease of deployment through subscription model 

EcoStruxure Power 

• Enhanced power-management capability
• Operational efficiency and reliability
• Electrical safety and hazard reduction
• Power reliability and business continuity
• Energy efficiency and reduced operational costs
• Reinforce cybersecurity

Schneider Electric in Mexico

75+ €25.2bn 130,000+ 2019
France years of operations global revenue in 2020 employees opened a smart factory in Monterrey

Headquartered in
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Resilience
Mexico’s economic growth tailed 
off in 2019 as a result of the 
global slowdown. However, its 
macroeconomic fundamentals such as 
debt to GDP were strong. 
 
Before the pandemic, the country’s 
digital readiness was similar to that of 
the region’s largest economies.
 
Digital preparedness was strongest 
for basic needs of companies and 
individuals, ease of doing business and 
human capital. Weaker aspects were 
tech infrastructure and adoption, and 
the start-up environment. 

Reinvention
What role will digitalisation play in 
Mexico’s economic recovery? 
 
How will cybersecurity’s prominence 
evolve in the coming years? 
 
What aspects of Mexico’s infrastructure 
need to be enhanced to facilitate a 
digitally led economic recovery? 

What was the overall government 
response to the pandemic? 
 
How did corporate behaviour evolve 
as a result of changes in the business 
operating environment? 
 
In what ways did digital initiatives shift 
in light of the pandemic?

RecoveryResponse
To what extent does the growing  
sophistication of manufacturing 
necessitate a rethink of corporate 
digitalisation strategies? 
 
What segments of Mexico’s 
economy should be prioritised 
amid increased cyberthreats?  
 
How can corporations 
develop more comprehensive 
cybersecurity strategies? 

August 2021
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RECOVERY REINVENTIONRESPONSERESILIENCE

Sources: WHO; Gobierno de México; Banco de México

Timeline of Covid-19 in Mexico in 2020

30
JANUARY
Government implements 
Preparation and Response 
Plan, prepared by the National 
Committee for Health Safety

14
MARCH
Sporting and civic 
events at schools 
cancelled 

30
MARCH
Nationwide health emergency 
declared, all non-essential 
activities banned, public 
gatherings of over 50 banned, the 
nation’s population asked to stay 
home unless absolutely necessary 

13
APRIL
Sonora became 
the first state to 
impose a curfew

10
MARCH
The central bank, Banco de México 
(Banxico), stepped in to prop 
up the peso, with the currency 
commission increasing the size of the 
programmed for foreign exchange 
auctions to $30bn from $20bn 

20
MARCH - APRIL
Schools closed for one 
month, through April 20; 
this was later extended to 
June 1 and subsequently 
extended again

24
MARCH
The president announces Mexico is in phase 2 
of the contingency plan, effective until April 30.
Public gatherings and events of 100 or more 
are banned

12
APRIL
The government 
established the National 
Contingency Centre to 
fight Covid-19

16
APRIL
Travel restrictions 
announced within the 
country between high- 
and low-infection areas 

August 2021
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RECOVERY REINVENTIONRESPONSERESILIENCE

Sources: WHO; Gobierno de México; Banco de México

21
APRIL
Government declares Mexico 
has entered phase 3 of its 
contingency plan, banning all 
public gatherings and telling 
citizens to not hug or shake 
hands when greeting each other 

13
MAY
Director of economic 
affairs announces a 
three-phased plan to 
reopen the economy, 
starting on May 18 

15
SEPTEMBER
Banxico announces the extension 
of measures to provide liquidity 
and promote an orderly 
performance of financial markets 
until February 2021

25
DECEMBER
Mexico becomes the first 
Latin American country to 
begin a mass-vaccination 
campaign

26
APRIL
IDB Invest and the Mexican Business 
Council announce an agreement to 
facilitate the financing of Mexican 
production chains and support micro-, 
small and medium-sized enterprises

22
MAY
GM announces it will begin 
reopening two of its four 
manufacturing facilities in 
Mexico City 

1
JUNE
Los Cabos, Baja California 
Sur receives its first foreign 
tourists post-quarantine 

29
NOVEMBER
President Andrés Manuel López 
Obrador (AMLO) announces the 
purchase of 77.4m AstraZeneca vaccine 
doses, 34.4m from Pfizer, 35m from 
CanSino and 34.4m from COVAX. 
Vaccinations will be universal and free 

17
APRIL
AMLO pledges $2.5bn to 
help the economy, to be 
distributed in May 

Timeline of Covid-19 in Mexico in 2020

August 2021
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RECOVERY REINVENTIONRESPONSERESILIENCE

Source: Dell Technologies

The pandemic has forced corporations to adapt to  
new business models and fast-track digital transformation plans 

Widespread digitalisation
Digital Transformation Index 2020

DIGITAL LEADERSDIGITAL ADOPTERSDIGITAL EVALUATORSDIGITAL FOLLOWERSDIGITAL LAGGARDS

Historical digital transformation progress worldwide, 2016-20

DIGITAL LEADERSDIGITAL ADOPTERSDIGITAL EVALUATORSDIGITAL FOLLOWERSDIGITAL LAGGARDS

World

Mexico

6%39%39%13%3%

6%52%36%6%2%

2020

2018

2016

6%39%39%13%3%

5%23%33%30%9%

5%14%34%32%15%

The Covid-19 pandemic had 
a seismic effect on Mexico’s 
economic landscape, forcing 
corporations to adapt to 
unpredictable restrictions and new 
business models through digital 
transformation initiatives. With 
business continuity and resilience 
remaining a top strategic priority, 
organisations of different sizes and 
across different industries had to 
accelerate their strategic timelines 
from years to months, catalysing 
the digitisation of customer and 
supply-chain interactions, as well 
as internal corporate operations. 
Around the world, roughly eight 
out of every 10 businesses 
accelerated the adoption of at 
least one digital technology, 
according to Dell Technologies.
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RECOVERY REINVENTIONRESPONSERESILIENCE

0 20 40 60 80 100

Do not know or not applicable

Digital transformation of documents

Adoption of contactless technology

Digitalisation of revenue channels/services

Investment in automation software/hardware

Use of cloud-based technology

Remote working/meetings

Digital transformation measures at Mexican companies in 2020 (% of respondents)

The impact of Covid-19 on digital transformation of companies globally

Increase significantly

Increase somewhat

Decrease somewhat

Decrease significantlyDecreased willingness to move to cloud

Decreased demand in our industry

Higher budgets at organisation

Lower budgets at organisation

Higher revenue/profits at organisation

Concerns about business continuity

General economic downturn

Lower revenue/profits at organisation

Increased demand in our industry

Increased willingness to move to cloud

Work from home 27% 27%3%

1% 22% 20%

1% 11% 11%

17% 11% 10%4%

18%

1%

1%

5% 19%

1%

3% 8%

1% 2%

7% 3%

6% 7%

9% 6%

9% 8%

4% 10% 7%

3% 13% 4%

Sources: OBG Covid-19 CEO Survey 2020; Flexera

Digital-centric approach

Consumer behaviour and business priorities 
have shaped digital initiatives across industries

Digital transformation practices that
accelerated the most during the pandemic

• Remote work
• Edge computing
• Digital experiences for 

customers and employees

• Data management
• Expansion of business’ 

digital domain 
• On-demand digital services

Principal barriers to digital transformation

• Nascent digital culture
• Lack of skills within internal 

IT teams
• Data security and privacy 

concerns
• Lack of budget and resources
• Lack of economic growth 

linked to the pandemic

• Inability to extract
value from the data

• Lack of coherent digital 
strategy

• Legislation or legislative 
changes

• Lack of IT leadership 

Growing digital transformation priorities

• Cybersecurity
• 5G infrastructure 
• Privacy software
• Multi-cloud environment

• Artificial intelligence
• Digital ledgers
• Mixed AR/VR

Mexican firms, which had been 
slower to adopt digital technologies 
than many global firms due to a 
lower consumer adoption rate, 
have seen the need to bolster their 
competitiveness through accelerated 
uptake of digital tools during the 
pandemic. According to EY’s 2021 
Global Capital Confidence Barometer, 
76% of Mexican companies surveyed 
said the pandemic increased their 
strategic focus and investment 
in digital transformation; 89% of 
firms acknowledged that they were 
undertaking a significant business 
and technology transformation 
programme; and roughly 32% 
believed that their corporate 
digital transformation agenda 
overperformed during the pandemic 
when compared to their competitors. 

August 2021
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RECOVERY REINVENTIONRESPONSERESILIENCE

CASE STUDY: Schneider Electric demonstrates 
readiness to cope with new ways of working

Shifting working habits Types of Flexible Work Models 

Hybrid work model: Work from home and from the office, 
under different scenarios

Fixed work model: Permanent work from a site, under different scenarios

Schneider Electric’s Flexible Work Policy

• Prioritises an intelligent work culture based on objectives and high performance that 
simultaneously embraces a better work-life integration and fosters employee well-
being.  

• Affects all Schneider Electric employees in Mexico and Central America, Energy 
Management and Global Supply Chain divisions, with the exception of unionised 
employees. It complies with applicable labour laws in the region. 

• It is the employee’s responsibility to understand the policy and discuss its 
requirements with their direct manager to determine eligibility; according to their 
role and the specific needs of the business or departments. Participation is not a 
guaranteed option and must be compatible with the flexible work models. 

• Employee must have internet connectivity at home, use Microsoft Teams/Avaya or 
any other company-approved tool applicable to the employee’s role, comply with 
the safety regulations of electrical installations and have a dedicated space at home 
specifically reserved for working.

Framework A
Four days of remote work and one flexible day of work from the office per week. 
These employees will not have a fixed workstation in the office. 

Framework B
Three days of remote work and two flexible days in the office per week. 
These employees will not have a fixed workstation in the office. 

Framework C
Two days of remote work and three flexible days in the office per week. 
These employees will not have a fixed workstation in the office.

Framework D
Permanent remote work from home. 
These employees will not have a fixed workstation in the office. 

Framework E
Permanent work from the office or plant. This involves roles that by their nature 
require employees to be physically present every workday in the office/plant. 
Depending on the site, these employees may or may not have a fixed workstation. 

Framework F
Remote work from anywhere, such as corporate offices, plants, client offices, etc. 
These employees do not have a fixed workstation in the office. 
This framework applies to sales and field service functions.

Types of Company Assistance
• The Set-Up Assistance payment offers employees a cost-effective 

option to condition their workspace (i.e., purchase a desk, chair, etc) 
through a single payment of MXN2500 net that is provided to assist 
those who work three days from home under a hybrid or fixed model. 
It is applicable to hybrid frameworks A and B and fixed framework D 
only, without exceptions.  

• The Monthly Flexible Work Payment is a recurring payment for 
employees to offset the expenses generated by flexible work models 
(i.e., electricity, internet, etc) via a monthly payment of MXN450 net 
provided to employees who work three days from home under a 
hybrid or fixed model. It is applicable to hybrid frameworks A and B 
and fixed framework D only, without exception.  

•  Both assistance payments are only applicable for grades nine and 
below, and the amount is disbursed via an electronic card once the 
work model validation process is completed. 

Remote work implementation at Mexican companies

NATIONAL
AVERAGE

MICRO-SMALL &
MEDIUM-SIZED

LARGE

44.8%
19% 11.2% 12.2%

As millions of employees worked remotely, the pandemic led to an 
increased focus on productivity and software-defined networking to 
maximise performance outside the office. In Mexico around 12% of 
businesses had a home office structure implemented by the end of 
2020, with large corporations having a disproportionately higher share 
of remote workers. While this approach had the benefit of protecting 
employees from infection, the digital response has also widened 
cybersecurity vulnerabilities as attackers aim to exploit gaps generated 
by employees using unsecure devices and networks. As fully remote or 
hybrid work models become normalised post-Covid-19, companies will 
need to prioritise their cybersecurity capabilities.
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Response
While the federal fiscal stimulus was 
limited in scope, the central bank was 
quick to act, and the decentralised 
political system allowed for localised 
public health and fiscal responses.
 
To safeguard business resilience and 
agility, companies accelerated their 
strategic development agendas and 
technology adoption. 
 
In line with shifting business practices 
and consumer expectations, Mexican 
companies have overwhelmingly 
incorporated digitalisation into their 
corporate strategies going forwards. 

Resilience
Mexico’s economic growth tailed 
off in 2019 as a result of the 
global slowdown. However, its 
macroeconomic fundamentals such as 
debt to GDP were strong. 
 
Before the pandemic, the country’s 
digital readiness was similar to that of 
the region’s largest economies.
 
Digital preparedness was strongest 
for basic needs of companies and 
individuals, ease of doing business and 
human capital. Weaker aspects were 
tech infrastructure and adoption, and 
the start-up environment. 

Reinvention
What role will digitalisation play in 
Mexico’s economic recovery? 
 
How will cybersecurity’s prominence 
evolve in the coming years? 
 
What aspects of Mexico’s infrastructure 
need to be enhanced to facilitate a 
digitally led economic recovery? 

Recovery
To what extent does the growing  
sophistication of manufacturing 
necessitate a rethink of corporate 
digitalisation strategies? 
 
What segments of Mexico’s 
economy should be prioritised 
amid increased cyberthreats?  
 
How can corporations 
develop more comprehensive 
cybersecurity strategies? 

August 2021
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REINVENTIONRESILIENCE RESPONSE RECOVERY

Source: IDC 

Digital investment 

While IT spending growth is set to slow in many markets, 
in Latin America it should accelerate over the coming years

Global expenditure on digital 
technologies and services was 
projected to grow by 10.4% in 
2020, equivalent to some $1.3trn. 
As a result of evolving customer 
behaviour, investment in digital 
transformation is forecast to grow 
at a compound annual growth rate 
of 15.5% globally between 2020 
and 2023, with total spending over 
that period expected to reach 
$6.8trn, according to the 
International Data Corporation 
(IDC). This investment stands in 
sharp contrast to non-digital 
investment, which is projected to 
contract by 1.4% over the same 
time span. This trend, the IDC 
forecasts, will see roughly 65% of 
the world’s collective GDP 
digitalised by 2022. 

Latin America IT growth, 2020-21 
(Hardware, software & IT services)
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REINVENTIONRESILIENCE RESPONSE RECOVERY

Sources: IDC; Nutanix

Based on lessons learned 
throughout the pandemic, the 
IDC estimates that 80% of global 
enterprises will have put a 
mechanism in place to transition 
to cloud-centric infrastructure 
and applications by the end of 
2021, while the shift to a hybrid 
workforce will accelerate 80% of 
edge computing take-up in most 
industries by 2023. 

Nutanix’s Enterprise Cloud Index 
2020, published in April 2020, 
showed that in many respects 
Mexico was further ahead in 
cloud computing than the global 
average. Companies were surveyed 
for the index in Asia Pacific, 
Europe, Africa and the Middle East.

Changing work dynamics

Long-term corporate spending seeks to capitalise  
on digital investments and increase competitiveness

IDC’s 
Global 
Digital 

Predictions

Digital augmentation to remain competitive: by 2023, 
75% of organisations will have comprehensive digital 
transformation roadmaps, up from 27% in 2020

More mature digital management and leadership: by 2023, 
60% of leaders in G2000 organisations will have shifted 
from processes to outcomes, creating more agile and 
innovative operating models

Business model reinvention: by 2021 at least 30% of 
organisations will accelerate innovation to support the 
reinvention of operating models and business structures to 
future-proof their businesses

Sustainability priorities: by 2022 a majority of companies 
will generate greater value from bringing digitally driven 
capabilities and sustainably enabled projects together

 Five-stage crisis-to-recovery framework

Share of companies that already have or are in the process of  
implementing hyper-converged infrastructure

Share of companies that saw a rise in the use of the private cloud

Digitally native cultures: by 2025, 50% of enterprises will 
implement an optimised organisational culture based on 
customer-centric and data-driven priorities

Business innovation platforms: by 2023, 60% of G2000 
companies will build their own business innovation 
platform to support innovation and growth

Digital first approach: by 2021, 60% of enterprises will 
invest to digitalise employee experience and capabilities

Rise and expansion of digital platforms and extended 
ecosystems: by 2025, 75% of business leaders will leverage 
digital capabilities to strengthen their value chains to new 
markets, industries and ecosystems

93%

60%

50%

87%

50%

37%

Mexico

Mexico

Mexico

World

World

World

BUSINESS
FOCUS 

ECONOMIC 
SITUATION 

Business 
continuity

Covid-19
crisis

Cost 
optimisation

Economic 
slowdown 

Business 
resiliency 

Recession 

Targeted 
investment 

Return to
growth 

Future
enterprise 

The new
normal 

Flatten the curve

Share of companies that agree that a hybrid mix of public and private  
cloud/data centres is the ideal architecture for their organisation
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Source: PwC

Cybersecurity has emerged as a top priority for  
companies looking to navigate reputational and financial risks

According to an ESET study, Mexico 
experienced the third-largest 
number of cyberattacks in Latin 
America in 2020, accounting for 
16.94% of total attacks in the region. 
However, several barriers exist for 
Mexican corporations looking to 
deploy cybersecurity programmes, 
according to a PwC survey: lack of 
knowledge (46%), lack of budget 
(25%) and scarce talent (12%). Cyber-
vulnerabilities have multiplied as 
threats become more sophisticated 
and the usage of insecure devices 
and networks by telecommuting 
employees has become more 
widespread. In a remote work 
context, cybercriminals are 
increasingly targeting employees to 
gain control through remote access 
to corporate networks. 

Varied threatsSpreadsheet programmes

Mobile devices

Audit command language

Internet of things

Government, risk & compliance tools

Automated machine learning

Artifical intelligence

10%
20%

28%

32%

48%

68%

90%

Risk-management technologies in Mexico 

% of surveyed companies

Do not know

-11% to -20%

-6% to -10%

-5% or less

No change

0-5%

6-10%

10%+

Expected changes to cybersecurity workforce, Aug 2021-22 (% of respondents)
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Remain 
the same
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28%

10%

4%

4%

10%

10%

12%

22%

Changes to cybersecurity budgets at Mexican companies, 2021 (% of respondents)

In Focus: User-derived cybersecurity threats in Mexico 
Iceberg Digital, a study by cybersecurity firm Kaspersky in 2020, 
highlighted natural entry points for cybercriminals by revealing that: 

• 35% of internet users in Mexico allowed browsers to save their 
passwords for online stores, 13% for banking, 55% for social media 
sites and 54% for email accounts 

• 6% of users in Mexico have never changed their password, while 14% 
do not remember when they last changed it
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Sources: Deloitte; Centro de Ciberseguridad Industrial

Whether motivated by political or 
economic implications, cyberthreats 
have grown in frequency, while 
the number of critical or essential 
organisations has also grown. A 
2019 cyberattack on Pemex affected 
around 5% of the company’s 
personal computer devices, with 
the attackers demanding a $5m 
ransom from the oil company. 
Attacks can come in a variety of 
forms, including ransomware and 
phishing, leading to denial of service 
and theft. This can cause a number 
of costly outcomes, such as the 
loss of control of confidential and 
proprietary data, negative impacts 
on operations, reputational harm 
with stakeholders, law-enforcement 
investigations and physical damage 
to facilities. 

Growing existential risk

Emerging threats and vulnerabilities of critical 
infrastructure have led to higher levels of security and compliance

• To mitigate cyberthreats, industrial operators are boosting their cybersecurity efforts 
by deploying the most up-to-date firewalls, and developing more proactive defence 
strategies that incorporate detection, monitoring and assessment
 

• Distributed cloud platforms are playing a critical role, as they enable companies of all 
sizes to create frameworks in which controlling systems are distributed across many 
servers with independent security measures, preventing a security breach from gaining 
control over an entire system and compromising critical infrastructure. According to 
consultancy BDO, oil and gas firms will spend more than $20bn on cybersecurity by 2023.

Existing solutions used in Mexico

Industrial 
Cybersecurity 

Measures

Industrial Cybersecurity 
Consulting Services

Ethical Hacking

External & Internal 
Security Audits

 Back-ups

Security Information &  
Events Management

Cybersecurity
Framework

Detect

Recover

Identify

Protect

Respond

Average digital maturity by sector, 2019

Degree of industrial cybersecurity vulnerability in Mexico

INDEX
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Banking & securities
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Consumer products

Health plans
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Aerospace & defence
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Asset management
Power & utilities
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Pharmaceutical

Steel Transport Water Oil & gas Utilities

Chemical Critical manufacturing
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Food

85%

80% 85% 75% 90% 75%

80% 70% 85%

August 2021



REINVENTIONRESILIENCE RESPONSE RECOVERY

According to analysis from the Inter-
American Development Bank, Mexico 
has seen a gradual improvement 
in its maturity level on most 
cybersecurity metrics over the 2016-
20 period – particularly those related 
to cybersecurity awareness and 
education, training and skills. A Mexico 
National Guard study noted that 
although the period from December 
2019 to February 2020 witnessed a 
12% reduction in malicious internet 
activity, this reversed during the 
pandemic, when cyberattacks grew 
by 14% staring in March. This trend 
has made it a higher priority for the 
government to enhance cybersecurity 
standards and technical controls, as 
well as to encourage the development 
of a more robust cybersecurity 
marketplace at the national level.

Shifting dynamics 

New focus on raising awareness about 
cybersecurity and improving risk-management standards

Mexico August 202121 OBG Covid-19 Response Report Source: Inter-American Development Bank

Cybersecurity Policy & Strategy
National Cybersecurity Strategy

Strategy development
Organisation

Content
Incident Response

Identification of incidents
Organisation
Coordination

Mode of operation
Critical Infrastructure Protection

Identification
Organisation

Risk management & response
Crisis management

Cyber-defence
Strategy

Organisation
Coordination

Communications redundancy
Standards, Organisations & Technologies

Adherence to Standards
ICT security standards

Standards in procurement
Standards in software development

Technical security controls
Cryptographic controls

Cybersecurity Marketplace
Cybersecurity technologies

Cybercrime insurance
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Maturity level by policy area, 2016 vs 2020 (scale = 0-5)

2016 2020
Factbox

Mexico’s National Cybersecurity Strategy
• Launched in 2017 in collaboration with the 

Organisation of American States 
• Main objective: to recognise the role of ICT as a 

political, social and economic development factor; 
identify risks associated with the use of technologies; 
and develop a general cybersecurity culture 

• Aligned with the national prevention campaign 
promoted by the Federal Police, the strategy looks 
to raise awareness about responsible use of new 
technologies to reduce cybercrime

• The National Computer Security Incident Response 
Team established to prevent and mitigate cyberthreats

Public-Private Synergies
• Amid rapid digitalisation and the new US-Mexico-

Canada Agreement (USMCA), a strong cybersecurity 
regulatory framework and increased public-private 
collaboration is critical

• The USMCA highlights national cybersecurity 
capabilities and intergovernmental cooperation centred 
on protection of critical infrastructure and risk-based 
cybersecurity methods

• Private sector and international investors have 
advocated for a National Cybersecurity Agency, and 
closer collaboration and exchange of best practices 
among relevant entities
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Response Recovery ReinventionResilience
Digitalisation expenditure is set to 
increase substantially in Latin America 
when compared to other regions, with 
Mexico’s IT sector growth projected to 
reach some 10% in 2021.
 
Digitalisation in Mexico has indirectly 
created heightened awareness of the 
need to invest in cybersecurity. 
 
While cybersecurity solutions are 
available in Mexico, companies 
are playing catch-up, especially in 
economically critical sectors like oil and 
gas, power and utilities. 

While the federal fiscal stimulus was 
limited in scope, the central bank was 
quick to act, and the decentralised 
political system allowed for localised 
public health and fiscal responses.
 
To safeguard business resilience and 
agility, companies accelerated their 
strategic development agendas and 
technology adoption. 
 
In line with shifting business practices 
and consumer expectations, Mexican 
companies have overwhelmingly 
incorporated digitalisation into their 
corporate strategies going forwards. 

Mexico’s economic growth tailed 
off in 2019 as a result of the 
global slowdown. However, its 
macroeconomic fundamentals such as 
debt to GDP were strong. 
 
Before the pandemic, the country’s 
digital readiness was similar to that of 
the region’s largest economies.
 
Digital preparedness was strongest 
for basic needs of companies and 
individuals, ease of doing business and 
human capital. Weaker aspects were 
tech infrastructure and adoption, and 
the start-up environment. 

Reinvention
To what extent does the growing  
sophistication of manufacturing 
necessitate a rethink of corporate 
digitalisation strategies? 
 
What segments of Mexico’s 
economy should be prioritised 
amid increased cyberthreats?  
 
How can corporations 
develop more comprehensive 
cybersecurity strategies? 
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Source: Schneider Electric 

CASE STUDY: Schneider Electric aligns its
cybersecurity portfolio to meet current and future threats

Through a combination of policies, methodologies and skilled and certified professionals, Schneider Electric has positioned itself as a cybersecurity partner to businesses in all 
industries. In adherence with IEC62443 standards, the company has developed a multi-layered and multi-technology strategy to safeguard critical systems 

 by assessing, managing and monitoring systems in accordance with Schneider Electric’s Portfolio Life Cycle Methodology.

Deliver basic to advanced-level training programmes specifically customised for security teams. 
Educate teams about security practices and introduce a security culture that leads to quick threat response and business continuity.

Schneider Electric’s Cybersecurity Life Cycle Method

Train

• Policy & procedure
• Asset inventory 
• Gap analysis 
• Risk & threat
• Compliance

• Policy & procedure
• Hardware & software
• System hardening 
• Solution integration 
• Knowledge transfer

• Defence in depth 
• Secure architecture 
• Asset management
• Policy & procedure
• Security assurance level

• Firewall security 
• Device management
• Unified threat management
• Network intrusion detection system
• Security information & event management

• System upgrades
• Security patches
• Awareness & training
• Incident response 
• Penetration testing 

Assess

Assess and review systems to 
detect gaps, risks and uncover 
security malpractice; gauge 
staff’s security competencies; 
and provide emergency response 
services

Implement
Design, develop and maintain critical 
infrastructure through a “defence-in-depth” 
security platform that offers a central 
authentication, authorisation and auditing 
system; protection against malware; device 
control and whitelisting; scheduled back-
ups and encryption of files and folders; and 
network and system performance monitoring

Design 

Design and incorporation 
of system architecture in 
accordance with the latest 
industry standards
 

Monitor

Monitor and detect threats, and apply 
solutions to ensure smooth functioning of 
devices and the system as a whole

Maintain

Review and update cybersecurity 
protection, and ensure systems 
and skills are up to date and 
tested regularly in order to 
maximise security

Security administrator Advanced expertSecurity engineerSecurity awareness

Every 14 seconds a ransomware attack 
occurs globally

Within 5 minutes on average an internet-of-things device can 
be attacked after going online
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Source: Schneider Electric

CASE STUDY: Increased vulnerabilities drive demand 
for comprehensive, end-to-end cybersecurity services

Rising threats demand stricter cybersecurity protection solutions across all business types and industries. As any cybersecurity strategy is only as strong as its weakest link, it is 
critical to identify and mitigate risks by applying standards and good practices throughout the whole line of defence, which integrates people, processes and technology.

Benefits
• 24/7 availability of managed security services
• Rapid incident response and penetration testing
• Reduced effort and risk to apply patches and anti-virus updates
• Secure, automated access to tested and qualified O/S patches and anti-virus 

updates
 
    Solutions

•  Security architecture and policy development
• Security modernisation and implementation
• Customer first maintenance programme

 
Cybersecurity Training
• Empower staff to carry out secure operations for one’s plant and processes
• Boost confidentiality, integrity and equipment availability
• Reduce chance of cybersecurity incidents resulting from human error
• Training available, offering technology targeted modules

Benefits
• A comprehensive safety and cybersecurity plan tailored to a company’s profile
• Cybersecurity protection without negative impact on day-to-day operations
• Access to experts who know how to blend IT and OT 

  
Solutions

• Cybersecurity architecture for North American Electric Reliability Corporation Critical Infrastructure Protection 
(NERC CIP)

• NERC CIP assessment methodology
• Security architecture and policy development

Benefits
• Secure control network communications protect network traffic
• Application software integrity and revision control ensure that the latest versions and patches are always in place
• Improved asset performance and productivity management ensure optimal network performance, enhanced 

security, secure data access and timely software updates 
 
Solutions

• Centralised patch management, authentication, authorisation and auditing
• Network designed for secure operations and system performance monitoring
• End-point malware protection with built-in data loss prevention, device control, whitelisting and host intrusion 

prevention 
• NERC CIP Compliance Checklist

Technology: Cyber-defence is as strong as the technology deployed to 
manage and control operations. Companies must protect what they 
develop and deploy, as well as ensure that technology from 
supply chain vendors is secure.

Schneider 
Electric’s  
Life Cycle
Services

Cy
berse

curity consulting 

 Security-specifi c maintenance

 Design &
 im

plem
entation

services

services

$3.8m 67% 92%70% 95%
average cost of  

a breach
increase in security breaches 

over the last 5 years
of malware is spread 

by email
of company employees on average 
do not understand cybersecurity 

of HTTPS servers are vulnerable 
to man-in-the-middle attacks

People: Strong cyber-protection requires an educated and aware workforce 
as people are a company’s first and last line of defence. It is therefore  
crucial to create and communicate a company-wide security  
culture, advanced by ongoing training.

Processes: To identify and eliminate cyber-risks, companies need to 
establish and adhere to good processes, practices and policies. 
These should begin with consistent, regular risk and threat 
assessments and gap analyses.
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Sources: PwC; Schneider Electric

The rise of Industry 4.0 in 
organisations has led to more 
complex industrial environments 
where high-profile and costly 
attacks or disruptions to critical 
infrastructure have become more 
commonplace. Assembly lines, 
petrochemical complexes and 
electricity grids have all been 
urged to reduce risk, protect 
legacy assets and improve their 
overall cyber-preparedness. This 
makes the ability to manage, 
detect and protect against 
corporate cyberattacks much more 
important. The ransomware attack 
on the Colonial Pipeline in May 
2021 in the US, for example, made 
headline news around the world 
following the fallout from fuel 
shortages on the East Coast.

A changing picture

Risk management and cybersecurity protection 
now crucial to ensure sustainable industrial operations

Mexico’s Industrial Cybersecurity Opportunities and Shortcomings

IEC 62443 Security Levels (SL)

• Increase in cybersecurity 
demand for Industry 4.0 
and internet of things

• Strategic positioning 
within the industrial 
cybersecurity sector

• Slow legislation
• Lack of cybersecurity 

talent in industrial 
manufacturers

• 5G and faster 
connectivity could 
escalate speed of attacks

Weaknesses OpportunitiesThreatsStrengths

• Lack of an industrial cybersecurity 
framework

• Lack of a solutions portfolio and 
service providers within industrial 
cybersecurity

• Misunderstanding of businesses 
about their cybersecurity resilience

• Demand by public institutions (industry, interior and 
defence)

• Major product innovations in industrial cybersecurity
• Growth in qualified professionals within industrial 

cybersecurity
• Existence of computer emergency response teams 

specifically within industrial cybersecurity

In an industrial organisation, financial risk is managed by the 
CFO, while operational risks are governed by business unit 
leadership. Cybersecurity risk, however, often falls under the 
chief information officer (CIO), with the chief information 
security officer (CISO) reporting to the CIO. 

In most organisations, business units and their operations 
depend on the CISO to manage cyber-risk, who in turn 
reports to other senior levels as cyberattacks pose threats 
to operations, intellectual capital and reputation.

Asset owner operator
(Sections 2-1, 2-3, 2-4)

System integrator
(Sections 2-4, 3-2, 3-3)

Product/solutions 
provider
(Sections 3-3, 4-1, 4-2)

Mexican enterprises’ greatest cybersecurity concerns Who Mexican enterprises blame for cybersecurity breaches

55%
ransomware

51%
cyberattacks

56%
hackers

57%
cyber-delinquents
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Protection against intentional violation using 
sophisticated means with extended resources, 
system-specific skills and high motivation

Protection against intentional violation using 
sophisticated means with moderate resources, 
system-specific skills and moderate motivation

Protection against intentional violation using 
simple means with low resources, generic 
skills and low motivation 

Protection against casual or coincidental 
violation

SL1
SL2

SL3
SL4

Factbox: Risk-Management Structure
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Although future risks involve all industries, 
certain sectors are more vulnerable to cyberattacks

FINANCIAL SERVICES

According to a joint survey from the Organisation of American State’s 
and the National Banking and Securities Commission, over 40% of 
cyberattacks on financial institutions in Mexico were successful
 
Response and recovery measures cost affected institutions around 
$107m in 2018, or roughly 1% to 1.7% of banks’ EBITDA in 2017

Major high-profile incidents included attacks on the Mexican 
Interbank Electronic Payment System in early 2018 and the WannaCry 
ransomware attack in 2017 

In Focus

Ransomware has emerged as a key cybersecurity threat, attacking  
victims’ files and locking them up until a ransom has been paid. 
Ransomware has evolved from spam emails targeting individual 
computers, to sophisticated attacks on big organisations with large 
ransom demands, almost always in bitcoin. Chainalysis, a cybersecurity 
firm, revealed that the amount paid in bitcoin ransoms increased by 
311% in 2020, to around $350m at the time.

CRITICAL INFRASTRUCTURE

Half of Mexico’s critical systems faced malware infections during 
2018, according to cybersecurity firm Kaspersky. Similarly, in August 
2019 alone one-third of Mexico’s industrial computers were attacked, 
primarily through the internet, removable devices or emails. 

Historically, critical infrastructure has been isolated and focused on 
operational safety. In particular, ICS/SCADA environments have not 
been regarded as security-critical units and continue to be connected 
to office networks or even the internet, multiplying potential threats 
as Industry 4.0 technologies and corporate internal networks have 
grown without corresponding countermeasures.

The interdependency and areas of influence of critical infrastructure 
are much higher than those of regular enterprises, and therefore 
incidents have a more severe impact on everything directly or 
indirectly related to the company. While cyber-events targeting 
critical infrastructure have been more frequent, the financial impacts 
reported by companies often far understates the real risks. 

Industrial automation control systems are used to drive the world’s 
critical infrastructure, and impacts to this infrastructure are difficult to 
measure as the per incident costs alone do not reflect the magnitude 
of consequence, or urgency of attention.
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Implications of commercial 
and industrial cybersecurity

Industrial: Industrial control systems 
disruption and espionage

Stuxnet – Iran Natanz site (2021)
Shamoon – Saudi Aramco (2012)

Retail: Credit card data theft

Target – HVAC data breach (2014)
Home Depot – Data breach (2014)
 

Government: Breach of confidential info

US OPM – 18m personal records  
breached (2015)

Education: Hacking and user data theft

University of California – Ransomware 
attack (2021)
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ReinventionResilience Response Recovery
As Industry 4.0 becomes more 
prevalent, companies need 
to rethink their cybersecurity 
strategies to protect more 
sophisticated and highly 
integrated business practices. 
 
Mexico diverse economy 
means its cyber-vulnerabilities 
are similarly varied. Greater 
protection may be needed 
for core sectors, such as 
financial services and critical 
infrastructure. 
 
A more holistic way of managing 
and analysing cybersecurity risk 
would greatly benefit companies.

Digitalisation expenditure is set to 
increase substantially in Latin America 
when compared to other regions, with 
Mexico’s IT sector growth projected to 
reach some 10% in 2021.
 
Digitalisation in Mexico has indirectly 
created heightened awareness of the 
need to invest in cybersecurity. 
 
While cybersecurity solutions are 
available in Mexico, companies 
are playing catch-up, especially in 
economically critical sectors like oil and 
gas, power and utilities.

While the federal fiscal stimulus was 
limited in scope, the central bank was 
quick to act, and the decentralised 
political system allowed for localised 
public health and fiscal responses.
 
To safeguard business resilience and 
agility, companies accelerated their 
strategic development agendas and 
technology adoption. 
 
In line with shifting business practices 
and consumer expectations, Mexican 
companies have overwhelmingly 
incorporated digitalisation into their 
corporate strategies going forwards.

Mexico’s economic growth tailed 
off in 2019 as a result of the 
global slowdown. However, its 
macroeconomic fundamentals such as 
debt to GDP were strong. 
 
Before the pandemic, the country’s 
digital readiness was similar to that of 
the region’s largest economies.
 
Digital preparedness was strongest 
for basic needs of companies and 
individuals, ease of doing business and 
human capital. Weaker aspects were 
tech infrastructure and adoption, and 
the start-up environment.
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6 Key Takeaways

1

4

2

5

3

6Going forwards, varied exposure to 
cyberthreats by sector will require targeted 
prioritisation to fully address risks. 

Corporate strategies have evolved as a result 
of digitalisation, which in turn has spread 
greater awareness of the importance of 
investing in cybersecurity solutions. 

As Mexico’s economy increases in 
sophistication and further integrates into 
global supply chains, the importance of 
protecting its evolving profile will grow. 

Given Mexico’s history with cyberattacks, 
a number of solutions have already been 
implemented; however, there is significant 
scope to make these more comprehensive. 

Companies operating in Mexico and the wider 
region leveraged changing business practices 
and consumer patterns to digitalise operations. 

Mexico’s economy was somewhat sluggish 
before the pandemic as a combined result of 
the global economic slowdown and its  
export-orientated economy. 
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